Team B has been hired to provide advice to a start-up internet firm called SGT, Inc. to build out their branch office network.  This start-up firm requires a newly designed network infrastructure that can successfully operate out of the new location and support remote workers.  Our team expects to build out a complete physical and logical topology with specification on network services, physical servers, media type, routing and switching for a Wide Area Network (WAN) implementation to be completed by fiscal year 2018.
[bookmark: _GoBack]Based on the needs of SGT, we will be providing solutions that will ensure redundancy, elasticity, and reliability which is a requirement for the success of this internet firm.  Here is an outline of our process plan to build out this network:
Business Objectives/Constraints for New Network Design:
Overall:
Hybrid wired and wireless network
200 Square foot conference room
300 Square foot open work area 
100 Square foot secure data room
150 Square foot break room
7 offices: Total of 600 – 700 Square feet
550 - 650 Square feet cubicles
Wired components:
Data room: 
2 servers, switches, router, firewall, network client PC
Office: 
49 clients (PC’s/docking stations for laptops operating on Win 7)
6 printers
4 scanners
Wireless components:
	Wi-Fi Hot Spots to support conference room and open work area
Remote access:
	VPN remote access

Physical topology
· Network wiring and where it needs to be physical installed location
· Where switches are located
· Which wire to which switch ports
· How switches are connected to each other
· Where routers will be located
· Where WAN links will be positioned in network
· Broadcast and collision domains will be placed
· Firewalls and IPS will be placed
· How wireless networks will be placed
· Access points location
Designing the logical topology – how data will flow
· VLAN boundaries
· IP addressing for each subnet
· Naming conventions used for host
· Protocol for WAN Links.
· Routing protocols between network
· How data router between networks, between wireless/wired, internet and networks
· STP and FHRP for redundancy
· Switch security measures and firewall ACL
· Encryption
Planning network services
· DHCP
· DNS
· Directory
· File and Printer
· Data base servers
· Web servers
· What Operating Servers
Physical Servers
· Arrange access technical support
· Plan for future growth
· Compatible with OS
· Plan for data protection
· Backup
· Selecting hard
· RAID arrays, clustering, UPS Devices
· Verify system requirements
· Allocate space for server hard
Network Authentication
· Active Directory
· Authorization


	

